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Abstract

The motivation behind developing the CMMC for defense contractors is discussed. The
significant increase in the number of compliance items and complexity imposed by multiple
cybersecurity frameworks and standards is quantified and described. The potential threat to
small businesses is made clear. A call to action for small and medium business is put forward so
that important feedback is provided to DoD so that an appropriate design is achieved and
balanced with respect to the competing demands of good security and affordable, achievable
implementation of the core competencies of Information Security.
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BLUF (Bottom Line Up Front)

The Inspector General report and the report provided by Sera-Brynn indicated that the implementation
of NIST SP 800-171 had failed — the implementation, not the security requirements. So, it would be
logical to want to fix the problem —the implementation and enforcement. All the discussion to date
regarding the CMMC is around developing a new standard. Performing risk analyses and adding
controls where needed is a reasonable thing to do. But to do so accurately, the operational objectives
and boundaries need to be defined. Major increases in complexity may actually work against successful
implementation of good cybersecurity practices, making it more difficult for small businesses to reach
maturity levels concomitant with meaningful program participation.

The CMMC offers constructive improvements to the current guidance But the operational objectives at
each level must be defined to ensure a fair system and to allow proper control selection.

Let us know what you think. Submit comments to https://nationalcyber.org/CMMC and the DIB ISAC
and the NCX will make sure all comments are received by the CMMC team.

Preliminary Analysis of CMMC v0.4

A Green Paper: Analysis of The DoD Cybersecurity Maturity Model Certification (CMMC)
for Submittal

The Department of Defense has put the development and implementation of the CMMC on a fast track
calling for the finalization of the framework early in 2020 and full implementation by the 3" quarter of
2020. Recognizing this, we decided to extend our discussion on cyber regulation to include a description
of the CMMC and begin the discussion of what it means to defense contractors and their DFARS
compliance efforts.

As of this date, the government has produced a number of versions of the CMMC with Version 0.4 as the
latest. It was released for comments and the comments were due September 25, 2019. A second
comment period is coming in November 2019 on Version 0.6, so getting comments together and
submitted is still very important. The National Cyber Exchange (NCX) has partnered with the Defense
Industrial Base Information Sharing and Analysis Center (DIB ISAC) to collect comments and submit them
to DoD. It is the hope of NCX and DIB ISAC to give a strong voice to small and medium sized defense
contractors in this process. All contractors are invited to submit their comments at
https://nationalcyber.org/CMMC . The DIB ISAC and NCX plan to keep the web site open and active until
the CMMC is finalized. So, with enough businesses participating, strong statements will be made
possible. Please consider participating.

BACKGROUND: WHY DOD IS DEVELOPING THE CMMC

DoD is revising the DFARS compliance requirements because the self-attestation of fully implementing
the security requirements in NIST SP 800-171 did not work. This conclusion was reported in mid-2019
by both the DoD Inspector General (Reference 1) and Sera-Brynn (Reference 2). A summary of key
findings is provided in Figure 1 below.
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DoD OIG Key Findings (Ref. 1) Sera-Brynn Key Findings (Ref. 2)

Contractor Areas of Deficiencies / Non-
Comp iancj; / 1. Zero companies were 100% compliant.

2. On average companies implemented only 39% of

;. LEJS|fng mult:actor a;lthentlcatlon; e the controls.
L or.cm‘gt € use of strong passwords; . 3. 61% of the controls were either not implemented
3. Identifying network and system vulnerabilities; or only partially implemented.
4. Mitigating network and system vulnerabilities; 4, !_arge companies, on average, successfully
5. Protecting CUl stored on removable media; implemented nearly 60% of the controls.
6. Overseeing network and boundary protection 5. Small to mid-sized companies, on average,
services provided by a th]rd_party company; successfullyimplemented 34% of the controls.
7. Documenting and tracking cybersecurity incidents; 6. Qvelr 80% (tniigompa.?.ies 35€95|59d failed to
8. Configuring user accounts to lock automatically \mpemen SPECiliccontro’s.
after extended periods and unsuccessful logon 3.1.3 (CUI flow) 3.8.4 (CUI marking)
attempts; 3.1.11 (session termination) 3.8.5 (CUI access)
9. Implementing physical Security controls; 3.3.4 (audit log logging failure) | 3.8.7 (removable media)
. . . . . 3.4.2 (configuration) 3.8.8 (portable storage)
10. grr%atlng and reviewing system activity reports; 3.4.8 (black-/white-listing) 3.13.11(FIPS crypto)
X , 3.5.3 (multifactor) 3.13.13 (mobile code)
11. Granting system access based on the user’s 3.6.3 (test incident response) 3.14.1 (flaw remediation)

assigned duties.

3.7.5 (multifactor) 3.14.7 (unauthorized use)

Figure 1 Key Audit Findings

In response to these findings, DoD made the decision to revise the DFARS program for defense
contractors. They have determined that:

1. Contractors must be certified by a qualified third party,
2. A five-level maturity model will be incorporated into the new model, and
3. DoD is considering the use of multiple frameworks and standards.

As of Version 0.4, at least eight different frameworks and standards are included in the CMMC.

Failure to successfully implement the security requirements contained within NIST SP 800-171 was cited
as the overarching problem with the initial rollout of the DFARS cybersecurity provision and NIST SP 800-
171. DoD has stated it will provide third-party auditors to certify contractors at a specific level of
maturity. However, it has provided little information on the implementation approach. Most of the
discussions have been focused on the definition of the CMMC. Therefore, an analysis of the CMMC is
provided below.

WHAT IS THE CMMC?

DoD has engaged Carnegie Mellon University (CMU) and Johns Hopkins University Applied Physics
Laboratory LLC (APL) to develop the CMMC. The model incorporates the maturity concepts from the
Carnegie Mellon CMMI (Capability Maturity Model Integration) and the CERT®-RMM (Resilience
Management Model), where CERT® is a division of the Software Engineering Institute (SEl), a FFRDC
(Federally Funded Research and Development Center) at CMU.
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The CMMC, which DoD refers to as a “new standard and model” is organized into 18 domains, each
containing a number of capabilities, which in turn call for multiple practices and processes as shown in
Figure 2. The model in version 0.4 also includes security controls of various types from a number of
different standards as described in Reference 3. The DoD briefings tally the domains, capabilities,
practices , and processes but not the other compliance items. These will be included in this analysis.

CAPABILITIES PRACTICES & COMPLIANCE ITEMS

Achievements to ensure PROCESSES Security controls, requirements,

DOMAINS

Key sets of capabilities for

) cybersecurity within each iviti i and practices from referenced
cybersecurity Yy Y Activities required by level p

domain to achieve a capability framework & standards catalogs

Fiqure 3 CMMC Hierarchy
Domains contain key sets of
capabilities for cybersecurity.
Capabilities are the security controls
required to ensure cybersecurity.

Capabilities Assessed for
Practice and Process
Maturity

Practices & Processes are activities Level 5- Advanced / -
; Level 5- Optimized
. . Progressive
required to achieve an overall
capability defined at each of five levels. Level 4- Proactive Level 4- Reviewed

As shown in Figure 3, the practices

achieve five levels of capabilities and
the processes are assessed to Level 2- Intermediate Cyber Hygiene
determine the five levels of maturity.

Level 3- Good Cyber Hygiene Level 3- Managed

Practices
$9552204d

Level 2-Documented

Level 1- Basic Cyber Hygiene Level 1- Performed
The CMMC 18 domains are compared
to the 14 security families in NIST SP

800-171 as shown in Figure 4 below. Figure 2 The Five Levels of Maturity in CMIMC
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CMMC Domains

Acces Control (AC)
Asset Management (AM)
Audit & Accountability (AU)
Awareness & Training (AT)
Configuration Management (CM)
Cybersecurity Governance (CG)
ID & Authorization (IDA)
Incident Response (IR)
Maintenance (MA)

Media Protection (MP)
Personnel Security (PS)
Physical Protection (PP)
Recovery (RE)

Risk Management (RM)
Security Assessment (SAS)
Situational Awareness (SA)
System & Comms Protection (SCP)
System & Info. Integrity (SlII)

Personnel

NIST 800-171 Families
Access Control (AC)
Audit & Accountability (AU)

Awareness & Training (AT)
Configuration Management (CM)

Security (PS)

Physical Protection (PP)

Risk Assessment (RA)
Security Assessment (SA)

Identification and Authentication (1A)
Incident Response (IR)
Maintenance (MA)

Media Protection (MP)

System and Communications Protection (SCP)
System and Information Integrity (Sll)

Figure 4 CMMC Domains Compared to Security Families of NIST SP 800-171

The CMMOC, as defined in Reference 4, defines the capabilities within each domain. A sample of the
CMMC model is provided in Figure 5. Each domain has a number of capabilities identified in the left
column and the practices required at each level are defined, indicating both the capability and level to
which the practice belongs. Below the defined CMMC practice, the additional compliance items are
cited. Each domain will contain nine processes that define the level of maturity. A sample maturity
capability is shown in Figure 6.

DOMAIN: ACCESS CONTROL (AC)

=3
[Extablizh internal system access
requirements

System accesz i limited to authorized
users, processes acting on behaif of
horized users, and devices. 3t least in

L2-1
[The erpanization has 3 proces: to mit
|system access to authorized users,

3 ad hoc manner.
= NIST 5P B00-1713.11

acting on behalf of authorized
users, and devices
= NISTSP 200-1713.11

L2-2

[5stem logom screens Eizplay the
apropriste system we notfiestion
mess:

R
» NIST 5P 800-1713.19

2
[Contral internal system scess

[T=

Limit ryztern sccess to the types of
transactions and functions that
authorized users are permitted to
enecute

= NIST 5P B00-1713.12 = DIB shyzical lecation, network connection
s23te, time-of-day, 3nd measured
properties of the current user and role
DB

-2 L2-2 L3-2 La-2 LS-2

21

Separate the cuties of incividualz te
reduce the risk of malevolent activity
wWIhouT collunor

« NISTSP 500-1713.14

EX)
Use non-privilegecd accounts or roles
[ when accessing nonsecurity functions.

+ NIST 5P 800-171 3.16

La-1
The erganization comprehenzively apples

51
[Network. host. and software accesz

least privilege and ion of duties
identite:, proceises. retworks, I8
interfaces across the enterprise

sement iz , adapting
the security pocture to the mos
restrictive viable settings based on the

Limit umsuccessfl logen attemats on 3
single system to 10 or less.
'+ NIST 5P 500-171 Partial 318

[Only grant privileges necessary fora
syzmem uzer to Aulfill their azzigned
fsuties

» NIST 5P 800-1713.15

Role based acces: is implemented to
prevent non-privieged users from
executing privieged functions.

# NIST 5P 500-171 3.1.7

[The systemn performs recurring scans and
aszessments 1o ersute Jpproaniate wter
permizsions are maintzined

[« C5F: PRAAC-Z, PR-AC-3, PRACS

[« CI15: 145

The organization ensures that 3l sccess
20 syzzems, services, 3nd networks is
ndirect, managed via 3 service medistion
Fyer That provides ecJre TTIRIACHON
aracessing, manitoring, and policy
erforcement while higing logical anc
phyzical locations and access methods
from the accessing uzer, application, or
service.

* DB

L2-3

AN wirekess access is authorized prior to
Showing fuch connections

= NIST 5P 800-1713.116

[EX]

The execution of privileged funcions iz
recorded = sudit 3

« NIST SP 800-1713.1.7

[points connected to the network
+C57.1

s CI5 153

Figure 5 Sample CMMC Table
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DOMA!fI: ACCESS CONTROL (AC)

PROCESSES

MATURITY LEVEL CAPABILITY

Maturity Level 1 (ML) Maturity Level 2 (MLZ) Maturity Level 3 (MI3) Maturity Level 4 (ML) Maturity Level 5 (ML5)

Improve Access Control activities ML2-1 ML3-1 PLA-1 ML5-1

Establish a policy for Access Control. Review Access Control activities for Iinform high-level mt. I ion for Acoess

conformance. Control.

ML2-2 ML3-2 MLa-2 ML5-2

Establizh practices to i Access | Prowid for Access Control. Review Access Control activities for | Share Access Control improvemnents

Contral. effectiveness. across the arganization.

ML2-3

Establish a plan for Access Control.

Figure 4 Sample Maturity Processes for Each Domain

WHAT IS THE COMPLEXITY AND DEGREE OF DIFFICULTY OF THE CMMC?

The NIST SP 800-171 was derived from the NIST Risk Management Framework (RMF) and the Federal
Information Processing Standards (FIPS) moderate baseline. Although the FIPS utilize full security
controls from the NIST SP 800-53 catalog of controls, NIST SP 800-171 contains 110 more basic
“requirements,” which refer back to NIST SP 800-53 controls for reference.

The CMMOC reverses the previous attempt to simplify and minimize the total number of controls or
requirements. The current version (v0.4) uses the following list of frameworks and standards (Figure 7),
four of which are proprietary (indicated by highlighting). By contrast, the current system uses NIST SP
800-171 alone, but does reference a number of NIST SP 800-53 controls for additional guidance.

CMMC Standards & Frameworks Current DFARS NIST SP 800-171
Standards & Frameworks
1. NISTSP 800-171 1. NISTSP 800-171
2. NIST SP 800-171B 2. References to the NIST Risk Management
3. NIST SP 800-53 Framework (RMF) Controls in NIST SP 800-53
4. NIST CSF 1.1 (Cybersecurity Framework)
5. 1SO 27001:2013
6. AIA NAS 9933
7. CISCSC7.1
8. CERT RMM
9

. DIBSCCTFWG Top 10
10. Additional DIB Inputs
11. SME (Subject Matter Experts) Input

Figure 5 CMMC Frameworks and Standards

Presentations by DoD have indicated that the design objectives of the CMMC are to follow NIST SP 800-
171 guidelines to qualify contractors at Level 3; below Level 3 would be the FAR requirements and
above would incorporate NIST SP 800-171B. The analysis in Figure 8, however, shows that this is not
fully accurate. Most of the NIST SP 800-171 security requirements are used by Level 3 but certifying to
Level 3 will require compliance with several controls from NIST SP 800-171B, RMM, ISO 27001, CSF, CIS,
and the DIB. In total, 11 sources of controls or practices have been cited in the CMMC, nine of which are
stand-alone standards or frameworks. The four highlighted standards and frameworks are proprietary,
and DoD has not said that free access would be provided to these standards.

The cumulative number of additional control items requiring compliance is shown in Figure 9. These are
additional control items to the practices and processes specified in the CMMC. NIST SP 800-171 security
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requirements | LEVEL 1 | LEVEL 2 | LEVEL 3 | LEVEL 4 | LEVEL 5
represent 34% of all

additional control NIST 800-171 23 49 49 2 1
items. The cumulative NIST 800-1718 0 0 1 19 7
number of these is NIST 800-53 0 0 0 1 0
278, with Level 3 RMM 13 35 23 9 1
requiring 187 ISO 27001:2013 0 5 2 1 0
additional control CSF 1 1 1 36 1
items. CIS 1 5 6 22 3
pig® 0 0 24 24 27
The items shown in
Figure 9 are not the TOTALS 38 95 106 114 40

practices and Note 1: The DIB was referenced numerous times but without specific citing of a control or
processes specified in practice. It was therefore not possible to provide a count of controls or practices but rather the

CMMLC. They are the total number of DIB citings is shown.
. Figure 8 Number of Unique Control Items Cited by CMMC
controls, categories,

and requirements

from other standards and frameworks that are cited by the CMMC. For simplicity, these are referred to
in this paper as additional compliance items or ACls. The number of ACls required at Level 3 is 187, a
70% increase over the 110 security requirements contained in NIST SP 800-171.

Turning to the practices and processes spelled out in the CMMC, the analysis shows that a large number
of these items require compliance as well. The total number of practices specified in the CMMC for each
domain is shown in Figure 10. The highlighted cells indicate areas where the author’s count varied
slightly from the DoD briefing. The largest number of controls are within the domains of Access Control,
Incident Response, and Risk Management. The cumulative number of practices needed for Level 3 is
244, and for Level 5 the cumulative number of practices is 386. The 244 practices at Level 3 is more than
double the number of security requirements—and this number does not include ACls.

LEVEL1 | LEVEL2 | LEVEL 3 | LEVEL4 | LEVEL5 | TOTAL % OF TOTAL

NIST 800-171 23 50 94 94 94 94 34%
NIST 800-1718 0 0 1 19 25 25 9%
NIST 800-53 0 0 0 1 1 1 0%
RMM 13 36 47 50 51 51 18%
ISO 27001:2013 0 5 7 8 8 8 3%
CSF 1 2 2 38 39 39 14%
cIS 1 6 12 33 36 36 13%
pig® 0 0 24 24 24 24 9%
TOTALS 38 99 187 267 278 278 100%

Note 1: The DIB was referenced numerous times but without specific citing of a control or practice. It was therefore not possible
to provide a count of controls or practices but rather the total number of DIB citings is shown.

Figure 9 Cumulative Unique Control Items in v0.4 CMMC
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Level 3 is identified as

- o~ o < n
— — — — -
S|5(5 5|5 a key target for
= =T = =T =T e (e ¢V
contractor
ageg e . " w " w " . o . .
CMMC Domains Capabilities | Practices g g g g g Practices| yalification. It is
Total Total gl e8| 8| g | 8[| Total .
s|l&]l&|&]| & generally believed
I3 Acces Control (AC) 5 40 5 9 12 5 9 40 that this is the
Al Asset Management (AM) 4 16 2 5 4 5 0 16 minimum alification
ERl AL dit & Accountability (AA) 8 26 2 o[ 77 |1 2% um qu
L3l Awareness & Training (AT) 4 16 0 4 5 7 0 16 for contractors to
EJll Configuration Management (CM) 5 21 2 8 4 6 1 21 perform Signiﬁcant
Bl Cybersecurity Governance (CG) 4 21 2 6 4 9 0 21 t K
7 D 2. Authorization (IDA) 2 17 2 19| 2] 3 17 contract wor
Il Incident Response (IR) 9 41 3|5 7] 9] 7 M involving CUI. The AIA
Il Maintenance (MA) 2 ] 1 5 2 1 0 9 NAS 9933 (Aerospace
j[/8 Media Protection (MP) 8 13 1 6 5 0 1 13 X o
588 Personnel Security (PS) 2 5 2 2 0 1 0 5 Industries Association
j¥38 Physical Protection (PP) 5 17 4 10 3 0 0 17 / National Aerospace
3l Recovery (RE) 2 8 0 3 3 2 0 8 Standards) standard
iZ30 Risk Management (RM) 7 36 0 9 6 15 6 36 .
SR Se curity Assessment (SAS) 6 16 1 6 2 6 1 16 specifically states that
LISHl Situational Awareness (SA) 4 17 2 2 3 7 3 17 Level 3 is the
YA System & Comms Protection (SCP) 3 45 2 10 13 12 8 45 minimum aqualifvin
i3 System & Info. Integrity (SII) 5 13 4 5 0 2 2 13 g ying
85 377 level. The recent
[ 9 briefings and
85 336 descriptions provided

by DoD offer no
information as to
what work can be
performed at each of the five levels. In fact, no information is provided on how to use the “model” nor
how it is going to be implemented. So, this analysis assumes that Level 3 is a key or critical level for
contractors, just as it is in the AIA NAS 9933 document.

Figure 10 CMMC Capabilities and Practices by Domain and Level

Staying with the Level 3 evaluation, the 244 practices show a significant increase in number (122%) and,
with eight different frameworks and standards, a great increase in complexity or degree of difficulty in
achieving compliance. This increase in numbers and complexity is doubled again when the ACls are
added to the number of practices. Figure 11 below shows the same table of practices by domain and
includes the number of compliance items by domain. The figure shows that a total of 521 practices,
processes, and ACls are required at Level 3. This is a 374 % increase in the number of implementation
requirements. The DoD briefing stated that DoD had not yet down-selected (without defining what that
means). This analysis suggests that down-selecting needs to be major and significant.

In addition, no guidance has been given on how to use the model. Therefore, the down-select process
may result in guidance that is not actually required to achieve compliance with all practices and control
items. This begs the question: Why would controls and practices be articulated if not for compliance?
More to come here.
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Figure 11 Practices, Processes and Compliance Items by Domains of CMMC

TOTALS

| teveLa | tever2 | LEveL3 | LEvEL4 | LEVELS |

CMMC Domains Capabilities . . . . " Practices | Controls
(I £ 2 | | g | B | 8| g B g Tor | Tow
S 2|8 2|8 |E|8|E|8 )¢
= | 8|a|8|=|8]|a|8|=]38

Acces Control (AC) 5 5 5 9 9 12 12 5 9 9 9 40 a4

Asset Management (AM) 4 2 3 5 7 4 4 5 4 0 0 16 18

8 2 3 9 11 7 8 7 7 1 1 26 30

4 0 0 4 6 5 7 7 16 0 0 16 29

Configuration Management (CM) 5 2 3 8 12 4 4 6 7 1 1 21 27

Cybersecurity Governance (CG) 4 2 2 6 6 4 4 9 13 0 0 21 25

ID & Authorization (IDA) 2 2 2 1 1 9 9 2 2 3 2 17 16

Incident Response (IR) 9 3 3 15 18 7 7 9 9 7 2 41 39

Maintenance (MA) 2 1 2 5 6 2 2 1 2 0 0 9 12

Media Protection (MP) 8 1 1 6 11 5 8 0 0 1 1 13 21

jkBl Personnel Security (PS) 2 2 2 2 4 0 0 1 3 0 0 5 9

i3 Physical Protection (PP) 5 4 5 10 | 12 3 3 0 0 0 0 17 20

SRl Re covery (RE) 2 o o] 3 s | 3] a4 2]2]0fo 8 11

i3 Risk Management (RM) 7 0 0 9 13 6 5 15 18 6 7 36 43

I3 Security Assessment (SAS) 6 1 1 6 6 2 2 6 10 1 1 16 20

g3l Situational Awareness (SA) 4 2 2 2 2 3 3 7 15 3 3 17 25

(YAl System & Comms Protection (SCP) 3 2 2 10 | 10 | 13 11 12 13 8 8 45 a4

U3 System & Info. Integrity (SII) 5 4 4 5 5 0 0 2 3 2 3 13 15
85

Figure 12 shows the five levels of Practices, Processes, Requirements &

the CMMC compared to other Controls for Leading Information Security
significant standards, baselines, and Standards

overlays. The five CMMC levels are
shown in red. This figure shows
that CMMC Level 3 has more
controls and compliance items than
the highest risk, the critical national
security system as defined by the
CNSSI 1253 (Committee for

CMMC LEVEL 1

NIST 800-171

1SO 27001:2013

CNSSI 1253 NON-CRITICAL L-L-L
FIPS LOW-LOW-LOW

CNSSI 1253 NON-CRITICAL M-M-M

FIPS MED-MED-MED

National Security Systems DSS AAPM v1.2 MUSA
Instructions). It shows that it is CNSSI 1253 CRITICAL L-L-L
about equal to the FIPS enhanced FedRAMP MODERATE
baseline. CMMC LEVEL 2

FIPS HIGH-HIGH-HIGH
It is recognized that treating all

CNSSI 1253 NON-CRITICAL H-H-H

controls, requirements, and CNSSI 1 R A
practices the same is not totally CNSSI 1253 CRITICAL H-H-H
accurate. But they all require CMMC LEVEL 3
compliance and it is an enormous FIPS ENHANCED

number of items to track, achieve CMMC LEVEL 4

compliance with, and provide CMMC LEVEL 5

evidence of compliance to an 100 200 300 400 500 600 700 800
outside auditor. Figure 12 CMMC Levels Compared to Other Security Baselines
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WHY ARE SO MANY FRAMEWORKS AND STANDARDS REQUIRED?

The basic process followed in designing an information security system includes risk analysis, selection
of a risk framework appropriate for the application, and building the defense of the system with the
selection of controls from a control catalog. The two major risk frameworks are the NIST RMF (Risk
Management Framework) combined with the NIST SP 800-53 catalog, and the ISO 27001, for which I1SO
27002 is the controls catalog.

NIST SP 800-171 was derived from the RMF, specifically the FIPS (Federal Information Processing
Standards) moderate baseline. Items pertaining to the government were discarded. Controls not
pertaining to confidentiality were likewise discarded. Finally, a number of items were defined as non-
federal organization (NFO) capabilities that organizations were reasonably expected to have in place
already. Thus, NIST SP 800-171 was intended to be a good introductory standard for information
security and it was recognized that it was optimized for confidentiality at the expense of data integrity
and availability.

Performing risk analysis and adding controls to address identified risks is not only a reasonable thing to
do but the right thing to do. Unfortunately, the risk analysis that led to the selection of the CMMC
controls was not shared. It is a reasonable to assume, however, that any necessary controls can be
found in the NIST standards including the RMF, CSF, NIST SP 800-171, and NIST SP 800-171B.

To be clear, each guideline, framework, and standard is excellent in its own right. The CERT-RMM
isdesigned for resilience, CIS has very useful benchmarking, ISO is an outstanding standard and
framework, and the NIST Special Publications are fast becoming the top cybersecurity guidance in the
U.S. and beyond. The issue is dealing with all of them at the same time. It is overwhelming and
substantially increases the complexity, degree of difficulty—and cost—of compliance.

WHY ARE SO MANY CONTROLS, PRACTICES, AND PROCESSES REQUIRED?

DoD has stated in its presentations that a down-selection process is to be performed. This down-
selection needs to be significant. The Defense Counterintelligence and Security Agency (DCSA) has
defined a baseline for a multiple user stand alone (MUSA) system with 274 controls. CMMC Level 3 does
not need more than that! NIST SP 800-171 in its current form ensures that security core competencies
are implemented—if NIST SP 800-171 is properly implemented and verified.

THE MISSING COMPONENT

The unknown unknown is the definition of the work to be performed at each level of maturity. Is the
assumption that the CMMC will, like the AIA NAS 9933, require Level 3 for important work? The
guidance provided in the DoD briefings indicate that Level 3 will provide only “moderate resistance
against data exfiltration,” and Level 2 states that it provides only “minor resistance to data exfiltration.”
These definitions might be interpreted in a way that indicates Level 4 is the first acceptable level.
Without understanding the operational aspects of the CMMOG, it is difficult to comment intelligently.
DoD needs to clarify this information. Without a good definition and common understanding, the CMMC
could be used as a procurement screen in a very arbitrary manner.
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SUMMARY

The Inspector General report and the report provided by Sera-Brynn indicated that widespread
implementation of NIST SP 800-171 security requirements had failed—the implementation, not its
substance. The NIST guidelines for cybersecurity are arguably the best in the world. Successful
implementation of NIST SP 800-171 security requirements by the majority of defense contractors would
have made a meaningful contribution to the collective cybersecurity posture.

It would be logical then to want to fix the problem—the unsuccessful implementation and enforcement.
All the discussion to date regarding the CMMC concerns developing a new standard. Performing risk
analyses and adding controls where needed is a reasonable thing to do. But to do so accurately, the
operational objectives and boundaries need definition.

Furthermore, careful consideration of the quantity of security requirements, their complexity, and
degree of difficulty also need to take place. The number of practices, processes, and AlCs may only be a
proxy for calculating the added complexity of the CMMC model, but they show a five-fold, a nearly
400%, increase in the number of compliance items at Level 3.

The CMMC may offer constructive improvements to NIST SP 800-171. The operational objectives at each
level must be defined, however, to ensure a fair system and to allow proper control selection.

Let us know what you think. Submit comments to https://nationalcyber.org/CMMC and the DIB ISAC,
and the NCX will make sure all comments are received by the CMMC team.
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Cybersecurity Maturity Model Certification (CMMC): Unclassified Draft Version 0.4, Office of the
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Acronyms

ACl Additional Control Item

AlA Aerospace Industries Association

APL Johns Hopkins University Applied Physics Laboratory

CERT Computer Emergency Response Team

CERT® CERT™ / CERT® is a mark owned by Carnegie Mellon University

CERT®-RMM CERT® Resilience Management Model

CIS Center for Internet Security

CIS CsC CIS Critical Security Controls

CMMC Cybersecurity Maturity Model Certification (Copyright of Carnegie Mellon
University and Johns Hopkins University)

CMMI Capability Maturity Model Integration

CMMI® CMMI® is a registered mark owned by Carnegie Mellon University

cmu Carnegie Mellon University

CNSS Committee on National Security Systems

CNSSI 1253 Committee on National Security Systems Instructions 1253 "Security
Categorization and Control Selection for National Security Systems"

CSF NIST Cybersecurity Framework

DFARS Defense Federal Acquisition Regulation Supplement

DIB Defense Industrial Base

DIB ISAC Defense Industrial Base Information Sharing and Analysis Center

DoD Department of Defense

DoD 0OIG Department of Defense Office of the Inspector General

FFRDC Federally Funded Research and Development Center

FIPS Federal Information Processing Standards

ISO International Organization for Standardization

NAS National Aerospace Standards

NCX National Cyber Exchange

NIST National Institute of Standards and Technology

NSS National Security System

RMF Risk Management Framework

SEI Software Engineering Institute of Carnegie Mellon University (an FFRDC)

SEI-CERT® The CERT Division of the SEI

SME Subject Matter Expert
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